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The above estimate presupposes that a bug's failure rate be-
comes known when the bug is discovered. If this is not the
case, then we can still use the data obtained by t to estimate
A(t + s). One approach is to note that

where N1(t) is the number of detected errors caused by bug i.
Hence, using (3) we can estimate A(t + s) by

N1(tp(t+s/

A(tS) e2t -i NP(t) e

e l-e -N1 t)

1 i -Pls/t)
Mi(t) 1 -i *(4

i=1

A second approach to estimating A(t + s) is to note the fol-
lowing:
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The last equality following since
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Hence, the above suggests the possible estimator
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Although we intuitively favor (4), numerical tests are needed to
see whether (4) or (5) yields the better estimates. Of course,
s should not be too large in relation to t for either estimate to
be very effective.
We can also use the above to estimate the expected number

of new bugs discovered in (t, t + s). As this quantity is equal
to pE[fJ A(t + y) dy 1, it follows from (3) that we can esti-

mate this quantity by
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When the failure rates do not become known when a bug is
detected, we can estimate the expected number of bugs that
will be discovered between t and t + s by

e-iP
Z Mi(t) -

(1 - e-ips/t)

Remarks: The results in this section can be used to devise an
easily implemented stopping rule for testing. One could test for
a time t and then, based on the observed data, choose an addi-
tional time testing time s such that the estimated error rate at
s would be appreciable. One can then reevaluate this after
testing for the additional time to determine whether to stop
or continue for an additional time indicated by the above.
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An Availability Model for Distributed Transaction Systems

GIANCARLO MARTELLA, BARBARA PERNICI,
AND FABIO A. SCHREIBER

Abstract-A method is proposed for quantitatively evaluating the
availability of a distributed transaction system (DTS). The DTS dy-
namics can be modeled as a Markov process. The problem of formulat-
ing the set of linear homogeneous equations is considered, obtaining
the related coefficient matrix, that is, the transition rate matrices of
the DTS elements. Such operations can be performed according to the
rules of Kronecker algebra. The transition rate matrices are used to cal-
culate the probabilities of the different possible states of the DTS. The
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availability with respect to a transaction T is computed through its
representation by means of a structure graph and a structure vector
related to the probabilistic state of the DTS element relevant to the
transaction T itself.

Index Terms-Availability, distributed databases, Markov models, per-
formability, reliability.

I. INTRODUCTION
One of the prime motivations for building distributed trans-

action systems (DTS) is to enhance availability with respect to
what would be provided by a centralized system. The redun-
dancy of data and processors provided by a DTS potentially
enables it to continue its work despite the failure of individual
sites. The growth in complexity of DTS and their use in ever
more critical application areas make their availability an im-
portant design consideration.
The problem of availability and reliability evaluation has

been already considered by researchers [ 1]- [3 . Modeling of
computer reliability, starting from the earlier works [4], has
stressed the representation of the probabilistic nature of struc-
tural changes caused by faults in the computer elements. A
modified Markov model has been used to evaluate a number
of computation related measures for degradable computing
systems [5].
An approach to some aspects of reliability and availability

evaluation in distributed databases is presented in the follow-
ing papers: in [6] dependency among fragments of data is
studied in relation to their availability; in [71 particular em-
phasis is put on the structure of the database considering host
nodes as fundamental elements; in [201 the workload depen-
dency of transition rates is considered in a real-time distributed
database.

A. The Distributed Transaction System Environment
In order to perform a quantitative analysis of availability in

a DTS, we must identify the components which concur in de-
termining its behavior.

Fig. 1 shows the scenario of the DTS from a transaction
point of view. It is a fairly common assumption that the dis-
tribution issues are transparent to the application programs im-
plementing the transaction, i.e., a transaction requiring access
to data and processing on different computers (called global
transaction) is written as if it were completely performed lo-
cally. Therefore, a global transaction will be defined in terms
of a set of global data belonging to a distributed database and
a set of operations to be performed on them.
For the ease of description and without affecting the gen-

erality of the method, the DTS database is considered to be
based on a relational model of data. Relations can be either
horizontally or vertically partitioned; moreover, in order to
have a good performance of the system also in case of failure
of one or more nodes, copies of relations as a whole or of frag-
ments of the partitioned relations can be stored at several
nodes [8]. When distinction among them is not needed we
shall call relations, fragments, and copies by the generic name
of data items. All the data items of the DTS are stored in
physical files.
The distributed computing system, which is the support of

DTS, is made up of two kinds of subsystems: the host nodes
and the telecommunication network. The host nodes are con-
stituted by the cooperating computing centers. The telecom-
munication network is constituted by transmission and switch-
ing devices, linking the host nodes.
Moreover, in a multiuser/multiprogrammed environment,

such as found in most of the host nodes, a concurrency con-
trol mechanism is needed which serializes the execution of
transactions accessing the same data at the same time.
On this system a set {T} of transactions ii processed. Each

transaction T requires a number of data items (files) to be

GLOBAL
TRANSACTION

SET OF GLOBAL DATA SET OF OPERATIONS

/ X
FOR ACCESSING FOR MANIPULATING
DATA DATA
(RELATIONAL (ARITHM.STATISTICS,
ALGEBRA) ETC.)

SET OF POSSI- SET OF POSSI-
DN BLE EXECUTION BLE EXECUTION

NODES NODES

Fig. 1. The distributed transaction system "scenario."

available in order to produce the desired results. Task of the
system is to determine the distribution features of the global
data relevant to the transaction, such as the logical fragmenta-
tion of relations and/or their duplication, and the set of all the
allocation nodes where they are physically stored; moreover,
a set of all the execution nodes must be determined, where the
operations, related to the transaction itself, can be performed.
We distinguish two data items sets for a given transaction T:

the read-set RST, composed of the data items that must be
read in order to process the transaction, and the write-set
WST, composed of the data items that must be updated by
the transaction itself. We assume that, to successfully com-
plete a transaction, at least one copy of every element of the
read-set and at least k copies (if we want k-resiliency in up-
dates [11, [61, [7]) of every element of the write-set have
to be available.
The topmost level of performance of a DTS system is at-

tained when all the transactions belonging to {1T} can be pro-
cessed. In this paper we define the capability of execution of
the most critical transaction alone as the least acceptable ac-
complishment level. Therefore, in the following, we are going
to evaluate the availability of the system with respect to such
a transaction.
Then, the system is available (i.e., the transaction can be pro-

cessed) if and only if at least one of the possible copies of each
of the data items relevant to the transaction is available, all of
the execution nodes which are unique resources for the trans-
action and at least one of those which are considered to be hot
backup are available, and at least one communication path
exists between the nodes which must exchange information,
the node issuing the transaction included.
Mastering a system of such a complexity, requires a "divide

and conquer" philosophy. Therefore, we identify several levels
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of description, each one composed of many subsystems; each
subsystem can be modeled (as far as availability is concerned)
in terms of its transition rates between the working and the
failed state and vice versa. Transition rates for subsystems-at
one level can be, in principle, evaluated from the transition
rates of the components of the more detailed models at the
lower levels (29 ].
'The description level of DTS identified in this paper is pre-

sented in Section II, where the availability model assumptions
are also discussed. In Section III a two-step method is proposed
for availability evaluation.

II. THE APPROACH

A. DTS Elements
We will evaluate the DTS availability starting from a level

whose subsystems are as follows:

* data-items
* concurrency control policies
* host nodes
* communication paths.

The behavior of each subsystem is represented by its transition
rates between the working and the failed state and vice versa.
In a DTS, the rates may belong to one of the following classes:
independent rates, i.e., their value does not depend on the

state of any other component in the system, nor on the work-
load on it;
state-dependent rates, i.e., their value changes depending on

the state' (working or failed) of some other component in the
DTS, be it of the same or of different type;
workload-dependent rates, i.e., their value changes depend-

ing on the workload applied to the component itself.
Our model can deal with both independent and dependent

rates. In particular, state dependence is accounted for through
a stress effect caused on a component i by the failure' of
component r.
The stress effect is represented by a stress adjustment factor

'Yir

Xixr=o A xj=1: Vj*r
1ir . (2.1)

1fy-: Vj

If there is no dependence between two components, then
'Yir= 1.-
The stress effect on component i due to thie failure of a set

of components can be represented as the chain product of the
stress adjustment factors of component i pertinent to all failed
components (chain s-dependence assumption)

?'Yrlr2.'.rk 71ir *Yir2 *ir1c (2.2)

This assumptions is a simplification of the real context since
only direct dependencies between components can be con-
sidered, but it substantially reduces the amount of data re-
quired in the computation of availability.
The actual evaluation of the behavior of the transition rates

and of the value of the stress adjustment factors is mainly
based on the statistical analysis of historical series of values,
collected in already working systems [ 141; however, in some
simple cases, analytical and simulation mQdeling can prove use-
ful to this purpose [20].
Moreover, the most general case of state-dependent transi-

tion rates claims for an all-from-all dependence. Such a situa-
tion would pose very hard computation problems, owing to
the exponential nature of the related algorithms [7].
For these reasons, as a first approximation, the independence

hypothesis is usually applied. In this paper, we shall use state-
dependent rates for the data items, while we shall keep the
independence hypothesis for the other subsystems. Anyhow,

TABLE I
SYMBOL DEFINITION

Di
di
i
{T-z

RST

{T}
WST
AT(t)
CT
p (t)
Q
q
Qi
R T(t)
t
u (t)
xi
Xt
Yir

At
Xi
AiL
1r

data items on node Ni
data iten (D: number of data items)
element of the DTS (n: number of elements)
virtual link from node i to node j (L: number of links)
node (N: number of nodes)
read-set of T
semaphore (S: number of semaphores)
set of transactions on DTS
transaction
write-set of T
availability with respect to T
structure vector
probability vector
state space of the DTS system
value in Q
subspace of the DTS system
reliability with respect to T
time
state trajectory in Q * T

state of element i
DTS state at t
stress adjustment factor for element i due to the failure of ele-
ment r
time interval
failure rate of element i
repair rate of element i
mission period

for every subsystem we shall show some dependence issues,
which are still an open research field, and the approximations
which are to be made in order to consider these subsystems as
if they were state/workload independent.
In Table I all the symbols used in the paper are listed.
Data-Items: Transitions from state Xt to another state Xt+At

due to data item failures or repairs are caused by the following:
1) hardware failures and repairs of I/O devices, or disks,

magtapes, and so on;
2) system and software failures and repairs such as inconsis-

tency of data, depending, for instance, on incorrect data entry,
etc.
Therefore, we assume that the data item is available if the

related I/O device is functioning and the stored data are in a
consistent state.
Actual hardware and software transition rates for individual

data items can be obtained by statistical analysis of historical
series collected in working installations. Analytical models can
prove useful also; in [30] the checkpoint-rollback-recovery
mechanism to provide a fault-tolerant operation of transaction
systems, by assuring the integrity of the database, is modeled
as a continuous-time Markov chain. However, we are going to
show that a kind of dependence (state dependence) exists
among the transition rates of the data items di. The kind of
dependence is different for duplicated, fragmented, or simple
relations.
Duplicated Relations or Fragments: In the case of a dupli-

cated relation (or fragment), all the operations on a failed
copy are transferred to a copy of the relation (or of the frag-
ment) which is still available. This means that the failure rate
of each still available copy is increased, both owing to the
heavier load on the disk unit and the enhanced danger to data
integrity; that is, the stress adjustment factor is greater than
one. The actual value of the stress factor can be evaluated on
the basis of the mnanufacturer's reliability data, supposing that
the predominant failure mechanism is due to the mechanic
stress to the arm, connected to the access-frequency. In this
case the chain s-dependence assumption can' be considered
fairly valid: if more than one copy fails, and the load is evenly
distributed, the Xi's of the other copies are proportionally in-
creased. A similar situation, but with a different workload-
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dependent failure mechanism, is described in [20] for highly
available redundant real-time distributed databases.
Fragments: For ease of description, we consider only one

level partitioning for a relation; that is, if a relation is parti-
tioned, it can be partitioned only in one way, either horizon-
tally or vertically. Fragments of a partitioned relation exhibit
a state-dependent behavior if a transaction exists requiring the
relation as a whole. Fragments obtained from a relation via
horizontal or vertical partitioning are dealt with in the same
way. We suppose that a control mechanism (transaction anal-
ysis) exists that prevents the execution of transactions'involv-
ing a whole relation if one of its parts is unavailable. From
these considerations it comes that the failure of a fragment
of a relation involves the abortion of the global transaction re-
quiring it, and therefore a lower number of accesses are done
on the working fragments, which are still alive for'local trans-
actions. Then the probability of a failure changes for each
part of the relation if one or more than one of its parts fails.
In this case the values yir are less than one.'
Single Relations: Two relations are considered dependent

on each other if at least a transaction exists' which requires
both relations for its execution. The failure of one of the two
relations involves that transaction execution cannot take place,
provided the same control mechanism exists as'described for
fragments. It comes that the probability of failure of a rela-
tion is lowered if other relations are not available, that is, the
stress factor is less than one, since fewer transactions are done
on it.
Concurrency Control Policies: Availability and transition

rates of a tangible 'component (hardware or software) are
easily 'understandable concepts, but it is harder to model the
same quantities for the algorithms controlling the DTS, while
they greatly influence the availability properties of the whole
system.
In this paper we take into account concurrency control for

database access, modeling a two-phase locking protocol in DTS
[91, [31]'.
In our model locks are done at data item level; data items

are locked to prevent inconsistency in update operations.
Semaphores take into consideration that a data item can be
unavailable' due to the fact that it has been locked by another
transaction. The probability of a semaphore to become red
(the corresponding data item is locked) or green (the corre-
sponding data item is' accessible) depends on the adopted lock-
ing policy. Effects of granularity of locked elements and of
locking policies on the performances of locking algorithms
have been examined in [9].
The computation of the transition rates depends also on

transaction frequency and frequencies of access to the different
data items. We suppose that if a transaction cannot lock all
the data items it needs, it finds the system is in an unavailable
state and it is not queued.
From the above considerations failure rates for semaphores

can be computed analytically or by simulation [101. The re-
pair rate pi depends on the mean time of execution of a trans-
action, considering that all locks are not released until transac-
tion termination. In the case of uniform access to the various
data items in the database, semaphore transition rates are inde-
pendent from the state of other semaphores [ 11 I. These rates,
however, depend in a complex way from the state of other
DTS elements; for instance, the duration of the blocked state
for a data item depends on the state of the disk unit. How-
ever, semaphore transition rates are considered in our model
independent from the state of other DTS elements on the basis
of two considerations: first, semaphores working in a perfectly
functioning system have the highest possible failure rates, so
the consideration of these rates refers to a worst case analysis;
second, quantification of state-dependent rates is possible
today only through simulation of each particular case and,

with this method, state dependency is implied in the mean
values resulting from the simulation experiments.
Host Nodes: As shown in Section I, the DTS runs onN host

nodes N1 which can perform two types of functions in trans-
action execution. A node can be an execution node or an al-
location node. In both cases the node has to be working in
order to perform its function in transaction execution.
Node failures can be due either to internal failures, such as

hardware or system software errors, or to external failures,
due to the external environment.
Each host node component has its failure and repair rate.

However, in our model it is important to know the failure and
repair rates of the node on the whole. These values can be ob-
tained from computer producers, from statistical data, from
simulation or using one of the analytical models available in
the literature [121, [13].
Some works [14] and [15] have outlined a dependence of

transition rates values of the CPU from system workload. This
workload depends in DTS on the strategy chosen in the execu-
tion of single transactions. However, the workload generated
in a general purpose multiprogrammed host node by a single
transaction is a small fraction of the total workload on the
node. The factors that can influence the workload of a host
node are contrasting. Host nodes can be both execution and
allocation nodes for many transactions. If a node is used as an
execution node the stress factor y for all the'possible alterna-
tive execution nodes is greater than one. If a node is used as
an allocation node, the stress factor y is greater than one for
nodes containing copies of a failed data item and smaller'than
one for nodes containing nonreplicated fragments or relations.
These considerations suggest to consider, as failure rates the

failure rates of the nodes at a high workload, and to consider,
as a consequence, all nodes independent from each other, us-
ing a worst case policy in DTS availability evaluation.
Communication Paths: Let us'call virtual links lij between

two host nodes i and j, the possibility of communication be-
tween the two nodes, the comnmunication being possible through
whatever physical path between them. The availability of the
virtual link implies that at least one of the physical communi-
cation paths is available (i.e., it is constituted by functioning
elements). Each physical link has a failure and a repair rate,
and the topology of the network conditions the dependence
of the transition rates of virtual links on the transition rates
of physical links constituting it.
In the DTS model we are interested only in transition rates

of virtual links, which are for anN nodes system N * (N - 1)/2
(the network is logically a complete graph).
Methods for the computation of probabilities of interrup-

tions of 'a virtual link between two given nodes in a communi-
cation network are found in the literature [ 161- [ 181.
The main problem in this field concerns'-the consideration

of state dependence between failure rates of physical links
[19].
-Virtual links failure rates could be considered state-dependent

due to the fact that failures of nodes in the DTS can cause dif-
ferent executions of the transactions, increasing the workload
of some of the virtual links; however, the influence of work-
load on transition failures for virtual links is less important
than other factors that can cause physical link dependence and
nevertheless are not considered in the above-mentioned net-
work reliability models. Therefore, in the following we will
assume the virtual links failure rates independent from each
other.
The repair rate ,u of a virtual link is obtained in a similar way

from the mean time to repair, assuming that multiple failures
are repaired contemporarily and independently.
Therefore, the DTS elements are as follows:
N state-independent host nodes Ni.
L state-independent host node-to-host node virtual links Iii.
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S state-independent semaphores si.
D state-dependent data-items di.
Then the number n of DTS elements is

n =N+L +S +D.

B. A vailability Model Assumptions
DTS as described are gracefully degradable systems. Failures

can be both hardware failures, such as the absence of a virtual
link between two nodes or a broken disk, and software fail-
ures, such as inconsistency of data, time-outs (possibly caused
by overloads of nodes [20]), and so on. In this paper the
mechanism to account for both hardware and software failures
is the same: each element i of the system can either be available
(working state: xi = 1) or not available (failed state: xi = 0).
Failure of an element i is the transition from xi = 1 to xi = 0.
Repair of an element is the transition from xi = 0 to xi = 1.
Each element i of the DTS system has a failure rate Xi and a
repair rate pi.
XiAt and ,iAt are, respectively, the probability of a failure

and of a repair in the time interval At for element i, these ex-
pressions holding for small At.
We suppose to observe the system in a time interval r, called

the mission period. The mission period is continuous and it is
determined by the particular application (i.e., one day, one
month, etc.). The behavior of the DTS is formally viewed as
a stochastic process. Xt is a random variable taking values in
the state-space Q of the DTS. The state-space Q is discrete,
since the state Xt of a DTS composed of n elements, with two
possible states each, can assume 2n different values q. A value
q can be represented by its equivalent representation in a bi-
nary code, where each bit represents the state of one element,
elements being ordered in a predefined way; that is if xi are
the states of the n elements, q can be obtained with the fol-
lowing relation:

q = (2 - 1)- xi * 2n i. (2.3)
i=l,n

In our approach it is possible to see the system at different
levels of detail. Each element i can be considered as an ag-
gregate of elements of an increased detail. This is equivalent
to decompose the state-space Q into a product of subspaces
Qj:
Q=Q1 *Q2 * *Qn (2.4)

where Qi is the subspace of the ith aggregate of elements.
The system behavior in r is described by its state trajectory

u(t), which describes the succession of the states occupied by
the system during its mission period.
The probability vector p(t) is composed of the 2n elements

Pq(t), denoting the probability of "Xt = q" as a function of t
within the mission period r. The state of the system depends
on the failures and repairs of each of its elements. We assume
that failure and repair rates are independent of time t.
We suppose, moreover, that no more than one element can

either fail or be repaired in the time interval At, so that transi-
tions between states of the DTS can be only due to the failure
(or repair) of a single element. This consideration allows us to
build a Markovian model of the DTS [21], [22].
Let us define the following.
Availability of the DTS with respect to a transaction T:

A T(t) = probability that the system performs T E {T} success-
fully within the mission period, where maintenance (hardware
and software) is performed on the DTS and transactions are
executed concurrently.
In the next section the method to compute AT(t) is intro-

duced.

III. THE METHOD

The aim of the proposed method is to provide a mean of
numerically quantifying the fault-tolerance of a DTS. Its main
characteristics are the following:
* hardware and software failures are dealt with in the same

way
* it can be automatized.

The method consists in the following three phases.
1) Dynamic phase: computation of p(t).
2) Static phase: computation of CT, which represents trans-

action T in the DTS structure. The elements cq set to zero in-
dicate that a failure critical to transaction T occurred in state
Xt = q in the system. A critical failure for a given transaction
occurred in state Xt of the DTS if the transaction cannot be
executed in that DTS state.

3) Availability computation.
We assume that the system is always started in a completely

functioning condition (X0 = 0, p(0)' = 11000 * 01).' This
hypothesis corresponds to the real case of global maintenance
done periodically (i.e., once a day, once a week) in most work-
ing systems. We suppose that after maintenance all the DTS
elements are perfectly working, and the shared resources are
free.

A. First Phase: Dynamic Phase

The goal of the dynamic phase is to express probabilistically
the state of the system at time t through the probability vec-

torp(t) 123], [28].
(i) (i

Let pi (t) and Po (t) be the probabilities for element i to
be, respectively, in state xi = 1 and xi = 0 at time t.

Starting from state xi = 1 at t, the probability that at (t + At)
element i is in state 0 is equal to XiAt, and in state xi = 1 equal
to (1 - X1At), provided At is small enough to make higher
order terms negligible. The sum of the two probabilities is 1.
Starting from state xi = 0 at t, the probability that at (t + At)
element i is in state 1 is equal to g1At, and in state 0 equal to
(1 - g,At). We can write the probability of being in state 1
or 0 at time (t + At) in the following way:

Pi (t + At) = (1 - XiAt) * p(i)(t) + ji\At * poi(t)
p( (t + At) = XiAt * p(i)(t) + (1 - MiAt) * pOP(t).

From these formulas we obtain, for At -+ 0, and defining

p(t IPf(t)I
*(i)(t) = A(i) t(t)(

-()t A(') *
( t

and A)- -Xi
Xi - pi 0

)with p(i)(0), = II 01. (3.1)

A( is called the transition rate matrix of element i.
Formula (3. 1) can be used to compute the probability vector

p(t) of the whole DTS [241, [25].
In fact, if we have a DTS transition rate matrix, An, we can

compute the probability of the DTS of being in each of its
states as follows:

p(t) =An * p(t) with p(0)'=11 0 ... 01. (3.2)

Note that the nondiagonal elements of matrix An, lw, indi-
case the probability 1,wAt (for a small At) of the transition
from state w to state v. Columns w in the matrix represent
present states, rows v, next possible states. The diagonal ele-
ments are the negated sum of nondiagonal elements for each
column, representing that from each state there is either a
transition to another state or the permanence in that state.
With a Markovian model of the DTS we assume that in a cer-

1The symbol ' denotes the transposition of a vector.

487



IEEE TRANSACTIONS ON SOFTWARE ENGINEERING, VOL. SE-il, NO. 5, MAY 1985

tain state w only one of the DTS elements that are available
can become unavailable in At.
An can be obtained from the A 's of the single elements,

as we are going to show in the following section.
Once An has been obtained, the system of differential equa-

tions (3.2) can be automatically solved by a computer. The
solution of system (3.2) is the probability vector p(t).
1) DTS Transition Rate Matrix An: In Section II we consid-

ered the transition rates for each virtual link, each semaphore,
and each host node independent from the state of any other
DTS element (state independence), while we consider that
data items can depend on the state of some other data items,
according to the transaction set {T}. Therefore, the computa-
tion of the transition rate matrix An is subdivided into two
steps: one calculates the total transition rate matrix Aind for
state-independent elements, such as virtual links, semaphores
and host nodes; the other calculates the total transition rate
matrix Adep for state-dependent elements such as data items.

Computation of Aind: In general, if two DTS elements are
independent, the transition rate matrix A2 for the part of the
DTS constituted of these two elements can be computed as

follows, using Kronecker algebra [251, [26 1.
For two DTS elements, 1 and 2,

A = A(l) EA(2). (3.3)

Element i is added to the system formed by (j - 1) elements
(Al = AC*) by means of the Kronecker sum

Ai=Ai-, A") (3.4)

where Ai is the transition rate matrix of a DTS withj ele-
ments, and A(X) is the transition rate matrix for elementj.
The number of possible system states is doubled and the pos-

sible transitions between states due to the failure of last in-
troduced elementj are indicated putting in the matrix Ai (2J X
2i) the element transition ratesXi and p1 in the proper rows

and columns.
In general, if there are k independent DTS elements, the

transition rate of the DTS can be obtained via the formula

Aind = Ii= ,k@A( ). (3.5)

Computation of Adep. Let us decompose each transition
rate matrixA(l) for element i in the following way:
A(')= L(i) + M(i (3.6)

where

_ -Xi 0 0 1.PiL() = i and MO) =

Xio 0
1

i

The DTS transition rate matrix for k-dependent elements, Ak
is the sum of a failure part Lk, and a maintenance part Mk

Adep =Ak=Lk +Mk* (3.7)

The failure part Lk considers the state dependence of fail-
ures, while Mk considers the maintenance, as performed inde-
pendently from the data item states.
Let

1 0
Gir =

.0 '°ir
be the stress adjustment matrix of data item i due to the fail-
ure of the data item r. Lk is obtained as follows:

Lk=t=l,k[(r 4=1,i- 0Gir) L()0 L(i)(& Mr=i+,,k (3Gir)]
(3.8)

The proof is straightforward and can be found in [32].
Mk is obtained, as follows (see also formula (3.5) for the

state-independent case)

Mk= y-i=

1, eM(f)* (3.9)

Computation of An: An is computed from Aind and Adep
using the formula for the state-independent case

An = Aind ED Adep. (3.10)

B. Second Phase: Static Phase

The static phase consists of the construction of a model of
the transaction in the DTS; this model is constituted by the
structure graph and the structure vector [28 1.

1) Structure Graph for a Transaction: In order to compute
availability, we need to know, besides the probabilistic state of
the DTS, which elements of the DTS are relevant to the exe-
cution of the considered transaction T.
For ease of exposition, but without a loss of generality, we

shall consider henceforth that the set of execution nodes coin-
cides with the necessary allocation nodes.
The condition which must be met for a successful comple-

tion of the read access of T is that each relation contained in
RST must be available. Relations can be partitioned or dupli-
cated; availability of a duplicated relation means that at least
one copy must be available and availability of a partitioned
relation means that all the fragments of the partitioned rela-
tion must be available. The completion of a write access, on
the contrary, requires the availability of a number of copies
of duplicated relations which depends on the resiliency degree.
Each transaction starts from a nodeNi. We suppose that all

the data items must be reachable from nodeNi at the nodes
where they are stored. We do not consider optimization in
accessing distributed relations, since this is not in the aim of
the paper.
-These conditions can be visualized on a directed acyclic

graph, G ={ V, E}, called the structure graph.
The elements of G are as follows:
* one vertex, called source 5, without incoming edges, which

represents the origin of the transaction
* one vertex, called drain D, without outgoing edges, which

represents the committing of the transaction
* edgesE, which represent the DTS elements that are rele-

vant to transaction T.
* vertices V, connecting the edges from S to D
Edges are connected in series if the elements they represent

are all necessary for performing the transaction.
Each read-set is formed by the serial connection of the graph

parts relative to each relation.
Graph G is formed by the serial connection of the graph

parts relative to the edge corresponding to the starting node,
the subgraph relevant to the read-set and the subgraph relevant
to the write-set, if the write-set is not empty.
K-resiliency is represented in the structure graph with('k)

parallel groups of k serial edges. The simplest and most usual
case is the one in which at least one copy must be updated be-
fore the transaction commitment (1-resiliency), with m strate-
gies(mn parallel edges).
Transaction T can be executed if there is at least one path

from the source to the drain where every element is in a work-
ing state. The path is not representative, however, of the real
order of access to the different DTS database relations and the
relative DTS elements. This order depends on the chosen exe-
cution strategy, and it is not a matter of availability of the
system. All we need is that the structure graph be at least
1-connected.
2) The Structure Vector: The structure graph can be asso-

ciated with a Boolean expression, the Structure Graph Logical
Expression SGLE, that inidcates whether in DTS state Xt the
transaction can be executed or not.
The steps to obtain the SGLE are the following.

To each edge the state xi of the corresponding element
is associated.

* Serial elements are connected with an .AND. operator.
* Elements in parallel are connected with an.OR. operator.

A group of two or more elements connected in parallel is
closed in brackets.
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AVAILABiLnY
9.652365-001 9.739274-001 9.826163-001 9.913091-001 1.000000+000

TDE AVAILABILIY - - - - - - - - - - - - - -

.000 1.000000+000 *
5.000+000 9.953431-001
1.000+001 9.913101-001
1.500+001 9.878171-001
2.000+001 9.847917-001 e *
2.500+001 9.821714-001
3.000+001 9.799018-001
3.500+001 9.779361-001 v *
4.000+001 9.762336-001 v *
4.500+001 9.747591-001 *
5.000+001 9.734821-001 e *.
5.500+001 9.723761-001 *
6.000+001 9.714183-001 *
6.500+001 9.705889-001 .
7.000+001 9.698705-001 *
7.5004001 9.692485-001 v *
8.000+001 9.687098-001 *
8.500+001 9.682433-001 X 6
9.000+001 9.678393-001 * *
9.500+001 9.674895-001 *
1.000+002 9,671866-001 * *
1.050+002 9.669243-001 *
1.100+002 9.666971-001 * *
1.150+002 9.665004-001 *
1.200+002 9.663301-001 . *
1.250+002 9.661826-001 *
1.300+002 9.660549-001 . 6
1.350+002 9.659444-001 *
1.400+002 9.658486-001 *
1.450+002 9.657657-001 . 6
1.500+002 9.656939-001 . *
1.550+002 9.656317-001 . *
1.600+002 9.655779-001 * 6
1.650+002 9.655313-001 . *
1.700+002 9.654909-001 . *
1.750+002 9.654560-001 * *
1.800+002 9.654257-001 . *
1.580+002 9.653995-001 .6
1.900+002 9.653768-001 6
1.950+002 9.653572-001 .6
2.000+002 9.653402-001 .6
2.050+002 9.653255-001 .6
2.100+002 9.653127-001 .6
2.1504002 9.653017-001 .6
2.200+002 9.652921-001 X6
2.250+002 9.652838-001 .6
2.300+002 9.652766-001 X6
2.350+002 9.652704-001 .6
2.400+002 9.652651-001 .6
2.450+002 9.652604-001 .8
2.500+002 9.652564-001 .6
2.550+002 9.652529-001 .6
2.600+002 9.652499-001 .6
2.650+002 9.652472-001 .6
2.700+002 9.652450-001 .6
2.750+002 9.652430-001 .6
2.800+002 9.652413-001 *6
2.850+002 9.652399-001 .6
2.900+002 9.652386-001 *6
2.950+002 9.652375-001 .6
3.000+002 9.652365-001 .6

Fig. 2. Availability computation.

It is possible to simplify the SGLE by applying the
mental theorems of Boolean algebra.
This expression is computed for every possible state

DTS system. If the SGLE, computed for a DTS state,
takes value 0, a failure critical to that transaction has oc
in that state.
The structure vector CT is obtained as follows: the valu

puted with the SGLE for state Xt = q is assigned to el
Cq. Elements Cq set to 1 in the structure vector thus rep
the states in which it is possible to execute transaction T
Given:
* the logical and physical distributions of the relati

the different nodes,
* the starting node of the transaction,
* RST,
* WST,
* the resiliency parameter k,

the SGLE can be derived automatically [7], [27] (Apper

C. Third Phase: Availability Computation

DTS availability is computed using the probability
p (t) and the structure vector CT

AT(t) = CT * p(t).

Some numencal examples have been presented, showi
practical use of this method in the case of a distribute(
base system with duplicated files and state independence
the transition rates [71, and of a fragmented databas
state dependence among the transition rates of the fral
belonging to the same file [61. We show some of these
in Appendix II.

funda- IV. SUMMARY AND CONCLUSIONS
In this paper we present a method to obtain the quantitative

of the evaluation of the availability of a distributed transaction sys-
tt - 4 tem (DTS).
:curred We introduce some models for the DTS subsystems. The

level for the DTS description, which is used, aims at showing
e com- how the proposed model works. The actual application of the
lement method to evaluate the availability of a real DTS requires for
)resent the application of a "divide and conquer" philosophy. In fact,

a bottom-up usage of it allows to evaluate availability for
smaller subassemblies of the system and to use these results

ons on in the evaluation of larger parts.
Some issues are left open in this work, namely, the evalua-

tion of transition rates in the case of nondirect state depen-
dence, and the impact of the workload and availability on the
performance indexes of the system. These problems will be
the object of further research in such a way as to allow the

idix I)- application of the proposed model also in wider environments.

APPENDIX I
BASIC ALGORITHM FOR BUILDING

vector THE STRUCTURE VECTOR

for each q E Q
(3.11) begin Structure Graph Logical Expression SGLE

begin andchain
ing the N, := starting node
d data- {form an AND chain for each data item}
among for each data item di do
,e with chain[j] :=xd .AND. Xi.AND.XNk
gments if di E Dk and Nk 0 N. then
results chain[j] := chain[j] .AND. Xlsk

end andchain
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LEGOEI-

0Y SLALE 1.t10.0o2

TIME RELLABILITY
.000 1.00-000

2.000.001 9.59-001
4.000-001 9.16-001
0.000.001 0.72-10n
8.000.001 8.?0-001
1.000.002 7.83-001
1.200-002 7.39-001
1.400-.o? 6.95-o00
1.400.002 4.S2-001
1. 000002 8.11-001
2.000.002 .71-001
2.200.002 5.32-001
2.400.002 4.95-001
2.400.002 4.*9-001
2.A000002 *.24-001
3.000.002 3.94-001
3.200+002 3.44-001
3.400-002 3.35-001
3.600.002 3.09-001
3.8000002 2.84-001
4.000-002 2.41-001
4.200.002 2.39-001
4.400.002 2.19-001
4.600.002 2.00-O00
4.8000002 1.03-001
S.000.002 1.07-001
5.200.002 1.52-001
S.400.002 1.09-001
5.600.002 1.24-001
S.6000002 1.15-001
4.000-002 1.04-001
6.200.002 9.44-002
6.400.002 0.54-002
4.400.002 7.75-002
6.000-OO2 7.01-002
7.000-002 6. 14-002
7.200.002 5.73-002
7.400-002 S.17-002
0.400.002 *.47-002
7.000.002 4.21-002
8.000.002 3.79-002
8.200.002 3.41-000
0.400.002 3.07-002
4.600-002 2.74-002
0.A000002 2.40-00?
9.000.002 2.23-002
9.200.002 2.00-002
9.400.002 1.00-002
9.600*002 1.61-002
9.800-002 1.44-002
1.000-003 1.29-002
1.020.003 1.14-002
1.040.003 1.04-002
1.040.003 9.29-no3
1.000.003 8.30-003
1.100.003 7.42-003
1.120.003 6.43-003
1.140.003 s.s2-003
1.140.003 S.24-003
1.1800003 *.72-003
1.200.003 4.21-003
1.220-003 3.75-003
1.240-003 3.14-003
1.240*003 2.0-003
1.2800003 2.45-003
1.300.003 2.34-003
1.320.001 2.10-009
1.3*oo0.03 1.97-003
1.340.003 1.46-003
1.3800003 1.4I-001
1.400.003 1.32-001
1.420.003 1.1?-003
1.440.003 1.04-003
1.440*003 9.21-004
1.480-003 0.20-o0*
1.5000v3 1.20-0O4
1.520.003 4.44-004
1.S540003 5.73-004
0.S40-003 S.0n-004
1.0800003 4.S5-004
1.400.003 3.99-004
1.620.003 3.54-lo4
1.440-003 3.14-004
1.440.003 2.70-004
1.800*003 2.46-004

RELLAB I LlluY
.8.*j-os 2.50-nol 5.00-Onl 7.*0-§§l 1.40*004

_______________ ___________________________________

* * * * b
* * * * b b
* * * * * *

* * * * * *X v
* * * * v .
* * * * * *
* * * * * .
* * * * * *
* * * v * -
* * * * * v

* * v * v

* * *e * *
* * * * * .
* * * * * @

* * @ * * @
* * * * * *

* * * * * @
* * * * * @

* * * * * @

* * § * * §
* - * *
* * * * * *
* * * * * *
* * * * * v
* X * * * X

* X * * * @

* * * * * @

* * * * * @
* * * * * @
* * * * * *
* v * * * @

* * * * * 9

* * * * * @
* X * * * *

* ^ * * * @

* ^ * * * @

* * * * * @

* @ * * * -
* ^ * * * *
. * . * * w

X v * * * v

* * . . * .

* * * * * @
* @ * * * e
* ^ * * * *

.. ^ . . . .

* ^ * * * *

* ^ . * * *

* ^ . * * *

* ^ . * * -

* ^ . * * *

* * . * * *
* * . * * @
* ^ . * * @

* * . * * *
* * . * * @
* ^ . * * @

* ^ * * * *

*^ . * *

*^ . . * e
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*^ . * * @
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.^ . . .
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.^ . . .
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*^ . . . .
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Fig. 3. Reliability computation.

{relations are either partitioned or replicated}
begin partrel

{add an AND chain for each partitioned relation} Example
SGLE:=TRUE availability.
for each relation partitioned in n parts do nodes, with

for i=1,n do transition ral
SGLE:=SGLE .AND. chain[ii] The follow

end partrel 10-3 ,U = 2.7
begin duplrel

{form an OR chain for each replicated relationi
for each relation replicated m times do

if k = 1 then { l-resiliency}
SGLE:=SGLE .AND. (chain[jlJ .OR. chain[j21 .OR. -.OR.

.OR. chain[jmJ)
else {with k = K form a chain of (mn) chains ofK elements}

SGLE:=SGLE .AND. (chain[jlI .AND. -.AND. chain[jK]) .OR.
.OR. (chain [ ] .AND. .AND. chain[ ))

end duplrel
SGLE:=SGLE .AND. XNs ability (DTS

end SGLE database wit]

APPENDIX II
NUMERICAL EXAMPLES

1-Availability Computation: Fig. 2 shows the
computed for a distributed database with four
three files, two of which are duplicated, where

tes are state-independent.
ving parameters are used: for nodes (files): X = 1 *
78 * 10-2 forlinks: X= 0.33 * 10-3 u = 1.6 * 10-1.
?-Reliability Computation: Fig. 3 shows the reli-

,without maintenance) computed for a distributed
h three relations, partitioned in five files, three of
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which are duplicated, when transition rates are state-dependent.
The following parameters are used:

for files:

X=1 * 10-3 ,u = 0

712 =721 =734 =Y43 =Y767 =776 = 2

75 3 = 75 4 = 786 =787 = 0.5.
In both examples all elements are used in the transaction.

The parameters X and ,u are constants for elements of the same
type.
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Optimal Load Balancing in a Multiple Processor System
with Many Job Classes

LIONEL M. NI AND KAI HWANG

Abstract-A loosely coupled multiprocessor system contains multiple
processors which have their own local memories. To balance the load
among multiple processors is of fundamental importance in enhancing
the performance of such a multiple processor system. Probabilistic load
balancing in a heterogeneous multiple processor system with many job
classes is considered in this study. The load balancing scheme is formu-
lated as a nonlinear programming problem with linear constraints. An
optimal probabilistic load balancing algorithm is proposed to solve this
nonlinear programming problem. The proposed load balancing method
is proven globally optimum in the sense that it results in a minimum
overall average job response time on a probabilistic basis.
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